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Version History

Version Changes Date
V1.0 Initial Document Release | October 31, 2024
V1.1 Updates to step-by-step April 4, 2025
instructions for Token
type setup
V1.2 Support for OKTA IDPs July 15, 2025
Confidentiality Notice

This document contains confidential and proprietary information belonging to GoDocs. The
information is intended only for the use of the individual or entity to which it is addressed.
Any unauthorized disclosure, copying, distribution, or use of the contents is strictly
prohibited. If you have received this document in error, please notify the sender
immediately and delete it from your system.
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Instructions for Openld Connect setup for IDP configuration OKTA

Setup Configurations for IDP Summary:

1. Create an “App Integration” in Okta tenant
2. Give name specific to GoDocs (i.e. godocs-sso)
3. Set Grant Type
a. Authorization Code will be defaulted
b. Addin “Implicit (hybrid)” and select “Allow ID Token with implicit grant type”
4. Configure Token to include:
a. email
b. family_name
c. given_name
d. display_name or name

Step-by-step instructions:

Application General Integration Setup:
1. Inyour OKTA Admin Console Navigate “Applications > Applications” Menu option.

okta

Admin Console <

Ay Dashboard v

[8 Directory v

2 Customizations ~

28 Applications A~
Applications
Self Service

API Service Integrations

[-] Camirits
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2. Clickthe “Create App Integration” button

Applications

Create App Integration Browse App Catalog ‘ Assign Users to App | ‘ More v

3. Upon clicking the button a dialog will appear.

Create a new app integration

Sign-in method © 0IDC - OpenlID Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SS0) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

Learn More (3

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support QIDC or
SAML.

APl Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

Application type 0 Wweb Application

What kind of application are you trying to integrate Server-side applications where authentication and tokens are handled on

the server (for example, Go, Java, ASP.Net, Node.js, PHP)

with Okta?

Single-Page Application
Specifying an application type customizes your Single-page web applications that run in the browser where the client
experience and provides the best configuration, receives tokens (for example, Javascript, Angular, React, Vue)

SDK, and sample recommendations. . R
Native Application

Desktop or mobile applications that run natively on a device and redirect

users to a non-HTTP callback (for example, iOS, Android, React Native)

4.
5. Select the radio button “OIDC - Openld Connect”

6. Select the radio button “Web Application”
7. Click “Next”
8. You will be navigated to the “New Web App Integration” page
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2 New Web App Integration

General Settings

App integration name godocs-550

Proof of possession

Grant type Client acting on behalf of itself

Client Credentials
Core grants

Authorization Code
Refresh Token

Advanced A
These grants are more sensitive and should be enabled only if necessary.

Okta direct auth API grants

QoTP
00B
MFA OTP
MFA OOB

Other grants

Client-initiated backchannel authentication flow (CIBA)
Implicit (hybrid)

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

Okta sends the authentication response and 1D https://godocstestb2c.b2clogin.com/godocstestb2c.onmicrosofi
token for the user's sign-in request to these

o
+ Add URI
9

10. Enter a name for the app registration (anything you would like to call it or follow any
naming convention your company follows. We do not see this nhame. i.e. godocs-
SS0)

11.In Grant Type Section

a. Authorized code will be defaulted
b. Click“Advanced”
c. Check“Implicit (hybrid)”
12.In “Sign-In redirect URIs” section
a. Inthe textbox paste in the URL:
i. https://godocstestb2c.b2clogin.com/godocstestb2c.onmicrosoft.co
m/oauth2/authresp
ii. Note: Thisis our testing tenant URL. We will have a production tenant
URL we will send you when ready to go live.
13. Click the “Save” Button
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https://godocstestb2c.b2clogin.com/godocstestb2c.onmicrosoft.com/oauth2/authresp
https://godocstestb2c.b2clogin.com/godocstestb2c.onmicrosoft.com/oauth2/authresp

14. In your Applications Dashboard you should see your new App Integration

Applications

Create App Integration Browse App Catalog . Assign Users to App More ~

Search
STATUS godocs-ss0
@ Client 1D: 00 ekt
ACTIVE 1

15.
16. Click the App Integration

a. Inthe “Client Credential” Section
b. Copythe Client Id and save for later

Admin Console k

@ godocs-ss0

B Orectory Active T B | Viewl

Genersl  SigNON  AIGAMENIE  OKIS APISCOpes  Applicaticn Rt Limits

Cliant Credentials

CLIENT SECRETS

10f 10 Active users Creation date  Sscret Stabus.

Jud 15, 2025 B T TTITTTT PP FP REERSEER Y

C Contst us

17. Next.we will need this Openld Connect Metadata URL
a. ltwill generally be in this format:

i. https://{your-company-domain-in-okta} /.well-known/openid-

configuration
b. if you are unsure what your domain is in okta:
i. Click your name at the top right of the admin console
ii. Inthe drop down the you will see your domain

Documentation

18. Reminder Save Client ID and Openld Connect Metadata URL you will be providing us

with that information.

Grant Type Setup:
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1. Your Authentication Platform request id_token to authenticate the user during SSO.
You need to set up your app integration to be able to send back the correct id_token
2. Inyou Application Integration Page Scroll down to the “Grant Type” Section
a. Click“Advanced”
b. Ensure “Implicit (hybrid)” is checked. If not, please check it
c. Check“Allow ID Token with implicit grant type”
d. Click “Save” Button

Token Configuration:

1. GoDocs Authentication Platform requires 4 claims to authenticate the user.
a. First Name
b. Last Name
c. Email
d. Display Name

2. You need to configure your token that gets generated in OKTA to provide those

claims during the token exchange process.
3. To do this/Verify this Navigate to “Security > API”

okta |

Admin Console <

O security ~
General
Healthinsight
Authenticators
Authentication Policies
Global Session Policy
User Profile Policies
Identity Providers
Delegated Authentication
Networks
Behavior Detection
Device Assurance Policies
Device Integrations
Administrators

API

5. Inthe API Dashboard click the “Authorization Servers” tab

6. Inthis dashboard you will see all your Authorization Servers. Click the one that
pertains to us. (Could be default or however your admin console is set up)

7. Inthis example we use “default”

8. Click the name of the authorization server.
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9. You will navigate the authorization server page of that specific authorization server.
10. Click the “Claims” tab

Bdimdn Consobs

default

Tl ey Ciarrry By P s L

[ el ) [ "y Homs e i

b. OPTIONAL: (If your system handles the “name” claim differently proceed to
adding a custom claim)
c. Inhere we will add a custom claim “display_name” (we use this claim to
store the display name of the user in GoDocs’ Authentication Platform)
d. To Add click “Add Claim”
e. Adialog will appear add the following data:
i. Name ->display_name
ii. Include in Token type -> ID Token, Always
iii. Value type -> Expression
iv. Value ->user.displayName
v. Includein->Any Scope (configure how your system is setup for
scoping)
vi. Click “Save” Button
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Edit Claim

Name display_name

Include in token type ID Token

Value type Expression

Value @ user.displayName

W Expression Language Reference
Disable claim Disable claim

Include in © Any scope
The following scopes:

vii.
viii. You should now see the claim added to your claims tab

< Back to Authorization Servers

default © Hep
Settings Scopes Claims Access Policies Token Preview

© Add Claim

Claim type Name Value Scopes Type Included

All sub (appuser != null) ? appuser.userName : Any access Always p

app.clientld
ID
display_name user.displayName Any id Always Vs x

Access
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Token Testing:
1. Totestyour new set up and see what your system will be sending back to GoDocs’
Authentication platform you can test a toke generation.
2. Inthe same Authorization Server click the “Token Preview” tab
Here you will enter information that you set up for GoDocs SSO
4. Inthe Request Properties Section
a. OAuth/OIDC client -> set to the app integration you created for godocs
Grant Type -> Implicit (hybrid)
User -> select any user in your IDP
Response Type -> id_token
Scopes -> openid, profile, email (these will be the scope GoDocs will be
requesting in is authentication request)
i. In Oktathese Scope will provide us with the user’s email,
family_name, given_name and name
f. Click “Preview Token”
g. Onthe right hand side your token will generate.
NOTE: if your token preview does not work you will have to update your
access policies in the “Access Policies” Tab

w

® 20T

>

< Back to Authorization Servers
default
‘ Active ~ | Default

Settings Scopes Claims Access Policies Token Preview

Request Properties Preview

OAuth/OIDC client id_token

godocs-sso
© Header
Grant type
Implicit (hybrid) © Payload
User
@ Signature

John Doe (john.doe@oktatest.com)

4

Response type

id_token

Scopes

I openid x l [ profile x l [ email x ]

i.

j. Ifyourtokenincludes the 4 claims GoDocs needs (email, given_name,
family_name, display_name or name) then you are complete.
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k. Please save a sample of the token output save for later.

19.That’s it. Send GoDocs the “client id” and “Openld Connect metadata document”
uri and sample of the token output you saved earlier.
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